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ADVANCED EMAIL SECURITY WITH
TARGETED THREAT PROTECTION

Transforming email security with the most effective cloud-based solution on
the market.

Email is both an organisation’s most important communication platform and the application most susceptible to attack.

Organisations and employees are targets for increasingly sophisticated attacks designed to steal money, credentials,
customer data and other valuable intellectual property.

Mimecast’'s Advanced Email Security with Targeted Threat Protection uses multiple, sophisticated, detection engines
and a diverse set of threat intelligence sources to protect email from spam, malware, phishing, and targeted attacks
delivered as a 100% cloud-based service.

The Mimecast services defend against email-borne impersonation attempts, malicious URLs and attachments, threats
that are internal to the organisation, as well as attacks from the inside destined for external recipients.

The Mimecast Secure Email Gateway goes well beyond just providing cloud-based anti-virus and anti-spam protections.
It protects organisations and employees from spear-phishing, malware, spam and zero-day attacks by combining
innovative applications and policies with multiple detection engines and intelligence feeds to keep sophisticated
attackers out.

BUSINESS BENEFITS

e Peace-of-mind knowing your business is Cyber Resilient
*  Customised based on your unigue business requirements
e 24/7 support

FEATURES
«  DNS Authentication services, including SPF/DKIM/DMARC to address sender spoofing
. Protection against Impersonation Attacks

*«  Prevention against the delivery of malicious attachments through the application of multiple signature-based,
static file analysis, and sandboxing security inspections

*  Protection against malicious URLS, whether they are lures to phishing or malware delivery sites
¢ Continuous monitoring of threats and the rapid application of updates to the Mimecast service

A Threat Intelligence Dashboard, which offers easily consumable analysis and trend data on attacks targeting your
organisation

CipherWavg

Tel: +27 10 541 0000 | www.cipherwave.co.za )



ADD ONS
URL Protect

The Mimecast Targeted Threat Protection - URL Protect service provides multistep detection and blocking of malicious
URLs, including pre-click URL discovery, on-click inline employee education and post-click resolution and blocking of
dangerous files types.

Attachment Protect

The Mimecast Targeted Threat Protection - Attachment Protect service provides multiple layers of defense against
potentially malicious email attachments, balancing speed of delivery with detection efficacy.

Impersonation Protect

The Mimecast Targeted Threat Protection - Impersonation Protect service was first to market and provides instant and
comprehensive protection against malware-less email attacks seeking to impersonate trusted senders.

Internal Email Protect

Mimecast Targeted Threat Protection - Internal Email Protect enables you to monitor, detect and remediate threats that
have landed internally, or that originate from your email system, whether the emails are destined to other internal users
or to external recipients.

ABOUT CIPHERWAVE

CipherWave is a South African Internet Service Provider (ISP) that provides growing businesses with a range of solutions
to help them connect, communicate and collaborate with their customers, employees and suppliers. We own and
manage our own network infrastructure, which enables us to provide efficient, speedy service and support that our
customers can count on 24/7.
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